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On average, the global consumption (excluding photovoltaic panels) of electrical and 
electronic equipment (EEE) increases annually by 2.5 million metric tons (Mt) in parallel 
with higher levels of disposable income, urbanization and industrialization.1 This rise in 
consumption has led to increasing quantities of waste electrical and electronic equip-
ment (e-waste), making one of the fastest growing waste streams globally. The annual 
production of e-waste is expected to reach 74.7 million metric tons (Mt) by 2030.2

E-waste or waste electrical and electronic equipment (WEEE) is “electrical or elec-
tronic equipment that is waste, including all components, sub-assemblies and consum-
ables that are part of the equipment at the time the equipment becomes waste”.3 

E-waste contains hazardous substances and toxic additives that can be dangerous to 
health and have adverse consequences for the environment if not managed properly. 
The increasing vulnerability of critical material supply chains adds extra value on e-waste 
as an ‘urban mine’. EEE components have a high potential of material recovery at the 
end-of-life stage. In 2019, the value of raw materials such as iron, copper, and gold in 
e-waste was estimated to be approximately USD 57 billion, of which only USD 10 billion 
was recovered.4 

With a growing awareness and understanding of the environmental impact and scar-
city of resources that stem from unchecked growth in linear economies, the need for a 
shift towards a circular economy is apparent. In parallel, rapid innovation in digital tech-
nologies and their growing applications is transforming public and private operations 
and re-shaping the daily lives of citizens around the world. Digitalisation is increasingly 
regarded as one of the key enablers of the circular economy, and at the intersection of 
digitalisation and the circular economy could lie an opportunity for the electronics value 
chain to transition to a circular system. 

A circular economy economy aims to minimize the input of primary materials and 
prevent wastage, with the ideal scenario being to reuse all waste as raw material. 
CE	strategies	close	the	loop	between	different	life	cycles	through	the	design	phase	
and incorporate decisions to enable recycling and reuse to optimize the use of raw 
materials, goods and waste.5 

Digitalisation describes the growing applications of digital technologies across the 
economy,	 in	 fields	 such	 as	 robotics,	 smart	 vehicles,	 sensors,	mobile	 app,	 smart	
tracking and autonomous mechanisms.6

Digital solutions in the electronics value chain refer to applications of digital tech-
nologies to enable a transition from a linear to a circular system or economic model. 

Background

The current linear economic model is highly unsustainable and vulnerable to economic 
shocks from the disruption of resources as seen during the COVID-19 pandemic.7,8  
A systemic transformation towards a circular electronics value chain entails converting 
the current “take-make-waste model” into one that integrates circularity throughout 
the value chain.  The movement towards a circular economy has gained prominence 
in the last few years and is regarded as a key enabler to help achieve the Sustainable 
Development Goals (SDGs).9 

Today, digital transformation is at the heart of strategic planning of private and public 
institutions, particularly in their potential to catalyse the improvement of quality of life 
with a focus on low- and middle-income countries (LMICs) in line with the SDGs.10  In the 
shift	towards	circularity,	digital	technologies	can	support	the	transparency,	efficiency,	
ease and accountability in existing economic systems. Digital solutions not only enable 
a	more	efficient	flow	of	information,	but	also	leverage	the	flow	of	products,	components	
and materials. 

The	widespread	adoption	of	digital	technologies	has	a	twofold	effect	on	e-waste	man-
agement systems. New and upcoming technologies provide digital solutions and inno-
vations that enable the transition of the electronics value chain towards a circular 
model. Yet, by their very nature, this also results in more devices employed, that are 
more widely dispersed, which exacerbates an already growing e-waste challenge. 

Given the growth of e-waste generation and the potential of digital solutions in the 
electronics value chain, there is a need to map the current state of digitalisation in the 
sector and look ahead at emerging technologies that could accelerate the transition to 
a circular electronics value chain. However, as the space is developing with many major 
digital solutions still at early stages or applied on a small scale, there is limited research 
and	evidence	to	make	judgements	on	the	effectiveness	and	scalability	of	digitalisation	
to enable a circular economy for EEE. Additionally, e-waste management systems vary 
in their set-up and level of formalization across regions, which is coupled with varying 
levels of digital capacity (infrastructure and skills) and penetration of digital solutions in 
the economy. Thus, this paper does not seek to make a conclusion on the need and 
necessity of digitalisation to enable a transition to a circular electronics value chain but 
seeks to explore its applicability.

The International Telecommunication Union (ITU), the WEEE Forum, GSM Association 
(GSMA),	 and	 Sofies	Group	 have	 prepared	 this	 thought	 paper	 to	 explore	 the	 current	
applicability and scope of digital technologies in enabling the transition to a circular elec-
tronics value chain. The paper maps out major digitalisation trends and highlights use 
cases of digital technologies in the electronics value chain, from raw material production 
and EEE manufacturing to post-consumer e-waste collection, logistics and treatment. 

1. Introduction
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On the policy and regulatory side, the last two decades have seen the formalisation of 
e-waste management systems, often based on the extended producer responsibility 
(EPR) principle. By October 2019, 78 countries were covered by some form of policy, 
legislation or regulation governing e-waste, yet many of these frameworks are not legal-
ly-binding.15 In the context of e-waste, many countries have developed laws, mandating 
that take-back, collection, dismantling, treatment, recycling and recovery are under-
taken with due diligence for a positive social, economic and environmental impact. In 
addition, international standards also provide guidance and the framework to imple-
ment circularity across the electronics value chain.16

Challenges in the electronics value chain
In 2019, only 17.4 per cent of total e-waste generated globally was documented as for-
mally collected and recycled.17 Even countries with relatively mature e-waste systems 
have low collection rates. For instance, Europe despite having the highest collection and 
recycling rate is only at 42.5 per cent.18 The push towards a circular economy has pro-
vided stakeholders across the value chain with an impetus to initiate systemic improve-
ments and invest in infrastructure and awareness raising. Yet, on-ground implemen-
tation	 challenges	 are	 holding	 back	 stakeholders	 from	 creating	 a	more	 efficient	 and	
circular system. Some of the challenges faced by stakeholders in the value chain are 
highlighted below.

Challenge 1: Insufficient and unreliable data on stocks and flows of e-waste

Accurate data about e-waste import, export, generation, collection and recycling is crit-
ical	 for	 the	 definition	 of	 fair	 and	 effective	 regulation	 and	 policies,	 realistic	 collection	
targets and tailored e-waste management programmes. Having the right data allows 
regulators to set informed targets and better monitor national e-waste management 
efforts	over	time.	A	UNITAR	and	WEEE	Forum	study	finds	that	European	Union	member	
countries have unreliable data on the quantities of WEEE that are mixed with metal 
scrap, thrown in the general bin or exported.19 It is critical to account for such missing 
e-waste	flows	when	designing	appropriate	measures	to	improve	collection	and	set	real-
istic targets.20 

Good data also reveal the business case for recycling, which in turn leads to the potential 
for integrating digital solutions in this sector. Visibility across the electronics value chain 
supports	effective	monitoring	and	enforcement	that	is	imperative	for	a	fair	and	effec-
tive e-waste management system. The existing reporting and monitoring frameworks 
in developing systems are often based on physical paperwork and lead to low national 
data	gathering	due	to	cost	and	efficiency.21 Current processes, such as the tracking and 
reporting	of	e-waste	flows	in	the	value	chain,	are	prone	to	fraud	and	manipulation	due	
to a lack of integrated and secure systems of reporting.22 

Examples are drawn from both established and emerging digital solutions, whilst case 
studies	provide	a	deeper	understanding	of	blockchain,	artificial	intelligence	and	cloud	
computing applications in the electronics value chain. In addition, the paper discusses 
the implications of digitalisation and considerations that stakeholders looking to har-
ness digital technologies for a circular electronics value chain should take into account, 
including	equal	access	to	digital	infrastructure	and	digital	skills,	financial	viability	of	dig-
ital solutions, and the opportunity for public-private cooperation in regulating digital 
applications. 

Methodology

The thought paper is based on desk research and consultations. The research included 
academic literature, reports and papers on digital solutions in e-waste, as well as par-
allel waste streams and initiatives such as those including plastics and solid waste. The 
consultations were in the form of individual discussions and focus groups with produc-
ers, recyclers, WEEE Forum member and non-member producer responsibility organi-
zations (PROs), as well as standards organizations and GSMA members. These consul-
tations occurred over video conference and email exchange with guided questions and 
free discussions. Some outcomes of the consultations and focus groups are presented 
as case studies and act as examples of functioning digital technology applications in the 
electronics value chain.

2. A circular electronics value chain
A circular approach in the electronics value chain is widely accepted as the system 
transformation needed to move away from today’s linear model of consumption.11,12  “A 
New Circular Vision for Electronics” produced by PACE and the World Economic Forum 
in collaboration with the United Nations E-Waste Coalition, outlined three objectives for 
the circular economy for electronics:13

1. New products use more recycled and recyclable content. 
2. Products and their components are used for longer.
3. End-of-use products are collected and recycled to a high standard.

Extended producer responsibility (EPR)  is a “policy principle to promote total life cycle 
environmental improvements of product systems by extending the responsibility of the 
manufacturers of the product to various parts of the entire life cycle of the product, and 
especially to the take-back, recycling and final disposal of the product”.14 
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or scrap metal, particularly from developed to developing economies, which further 
exacerbates informal sector issues and the economy.30  Notably, the United States Envi-
ronmental Protection Agency (EPA) calculated that exporting e-waste to Asia was ten 
times cheaper than treating it in the United States given the guidelines.31 To address 
illegal border movements of e-waste, the Basel Convention on the Control of Trans-
boundary Movements of Hazardous Wastes and Their Disposal has developed tech-
nical guidelines on transboundary movements of electrical and electronic waste and 
used electrical and electronic equipment, in particular the distinction between waste 
and non-waste.32

Legal and regulatory obligations of EEE sector especially under the EPR principle 
require producers to have visibility over and report where their raw materials came 
from and where products end up. However, this supply chain complexity is reported as 
an important exposure point for producers, as the provenance of materials is increas-
ingly	difficult	 to	 identify.33 In the consultations, producers also raised a concern that 
company led take-back initiatives poses a risk if e-waste is found to end up somewhere 
unsanctioned, causing damage to the reputation of the company.34

Challenge 4: Insufficient consumer participation

Consumers play a key role in e-waste management as they determine the use phase of 
EEE and if/how it is diverted into proper end of life channels, for instance by returning 
it	to	the	producer	or	dropping	it	off	at	a	municipal	e-waste	bin.	Low	worldwide	collec-
tion and formal recycling rates indicate that barriers to consumer participation exist in 
developed and developing e-waste management systems alike. 

Research	identifies	convenience,	financial	cost	and	incentives,	as	a	large	determinant	of	
consumer participation, alongside knowledge and awareness.35 In regions with a thriv-
ing informal sector, the convenience of kerbside pickup and buy-back from informal 
collectors is an attractive formal sector alternative.36 In such systems, formal recyclers 
can	 then	 face	 supply	 constraints	with	 lack	of	 significant	 volumes	 to	make	 compliant	
recycling	 profitable.37 This is exacerbated further by the tendency of consumers to 
stockpile electronics at home due to lack of awareness of proper disposal channels and 
concern over personal data.38,39 Financial or material incentives have also been found to 
be	effective	incentives	for	consumers	to	set	more	sustainable	habits.40 

Challenge 5: Inefficient e-waste management processes

Current e-waste management processes from collection to end of life treatment can 
be costly and complicated as more EEE product types are introduced in the market. 
The	World	Bank	finds	 that	 lower	 income	countries	experience	significant	difficulty	 in	
recovering solid waste operations costs.41 In particular, transportation poses a signif-
icant cost burden to the reverse logistics operation as large volumes of e-waste have 

According to research in the 2017 Global E-waste Monitor, only 21 per cent of all coun-
tries collect data for indicators such as e-waste generation and collection.23 The Global 
E-waste Statistics Partnership (GESP) was established to help countries compile data and 
statistics	on	e-waste	flows	using	an	internationally	harmonized	measurement	framework.	

Challenge 2: Information asymmetry and limited trust

According to the consultations undertaken for this research, information asymmetries, 
such as those between producers and recyclers on product compositions, or repairers 
and recyclers on product components, are a prominent issue. This can occur due to 
lack of designated and secure channels as well as concerns from producers on the 
confidentiality	of	their	product	information.24 While some formal systems provide miti-
gative	measures	in	the	form	of	registered	recyclers,	asset	disposition	firms	and	the	use	
of bill of materials, such measures mostly cater to large corporations in high and upper 
middle-income economies. 

With the myriad of e-waste management stakeholders, information collected in the 
value chain (producers, recyclers, PROs and aggregators) is usually stored in isolated 
databases and systems, creating organizational silos.25 This leads to limited visibility 
of	 EEE	 flows	 and	 difficulty	 in	 identifying	 trends	 across	 the	 sector.	 In	 addition,	 it	 can	
create	inefficiencies	in	the	system	with	repetitive	and	inefficient	information	exchange	
between stakeholders. Even when the information is shared, legitimacy of the data can 
still be a concern as the data is created and validated internally, often without mech-
anisms to verify the data by external parties. This is particularly concerning in weakly 
enforced systems where fraud is commonplace.26  

Challenge 3: Informal and illegal material flows

In many economies where e-waste management systems are not fully developed, 
or absent altogether, common in LMICs, the informal sector primarily manages the 
e-waste.	 This	 leads	 to	unsound	and	 ineffective	e-waste	 treatment	and	a	 loss	of	 vital	
data on e-waste recycling as e-waste management is not regulated (leading to lack of 
governmental records).27 

A rampant and unregulated sector can pose severe risks to the health of informal sec-
tor workers and the community due to the lack of health and safety conditions. Informal 
methods such as burning, leaching, and melting e-waste to extract raw materials is 
not	only	 inefficient,	 it	damages	the	environment	through	air,	soil	and	water	pollution	
and exposes the community to toxic fumes and particles.28 In addition, informal sector 
workers often receive inadequate compensation and have unfair working conditions.29  

With	the	majority	of	e-waste	being	undocumented,	a	significant	amount	(estimated	to	
be 7 to 20 per cent) is moved across borders illegally or under the pretences of reuse 
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Key Technologies
Artificial intelligence (AI) is a “computerized system that uses cognition to under-
stand information and solve problems”.47  With the development of machine learn-
ing, AI is now even more intelligent and independent, as it enables “computational 
systems to understand data and gain knowledge from it without necessarily being 
explicitly programmed”.48

Big data analysis refers to “scrutiny performed on massive volume of data with the 
purpose of obtaining meaningful results, such as trends or preferences”.49

Blockchain is a “peer to peer distributed ledger based on a group of technologies 
for a new generation of transactional applications which may maintain a continu-
ously growing list of cryptographically secured data records hardened against tam-
pering and revision”.50

Cloud computing enables “network access to a scalable and elastic pool of share-
able physical or virtual resources with self-service provisioning and administration 
on-demand”.51 

Internet of things (IoT) is a “global infrastructure for the information society, ena-
bling advanced services by interconnecting (physical and virtual) things based on 
existing and evolving interoperable information and communication technologies”.52

Robotics entails the use of programmable machines called robots alongside com-
plementary computer systems to control and receive feedback.

Sensor refers to an “electronic device that senses a physical condition or chem-
ical compound and delivers an electronic signal proportional to the observed  
characteristic”.53 

to be transported up the value chain from the collection of e-waste to its transport to 
a temporary warehouse or recycler as well as the delivery of secondary materials to 
producers.42 

As	e-waste	flows	from	collection	to	recycling	and	the	eventual	sale	of	recovered	value,	
profit	is	largely	dependent	on	e-waste	quantity	and	the	recovery	of	materials	and	reus-
able components. Introducing secondary materials into production can alleviate the 
burden on primary sources and provide a business incentive for e-waste stakeholders, 
however closing the loop through a sustainable business model requires higher recov-
ery	efficiencies.43 During recycling, critical raw materials that have little economic value 
are often permanently lost as recyclers prioritize the recovery of higher value materials, 
and therefore divert output material fractions towards those treatments.44 

The	 consultations	 also	 revealed	 that	 due	 to	 lower	 profit	 margins,	 it	 is	 imperative	 for	
resources such as human and physical capital to be maximized, and logistical process opti-
mized	for	businesses	to	be	financially	viable,	especially	those	with	lower	e-waste	flows.45  

3. Digitalising the electronics value chain 
for circularity 
Rising	Internet	access,	network	connectivity	and	fixed	and	mobile	penetration	around	
the world are supporting the growth of digital solutions as tools to catalyse circular 
economy goals. Globally, 93 per cent of the population have access to mobile network 
connectivity, with 4G network connectivity now covering 85 per cent of the popula-
tion.46 During the COVID-19 pandemic, international bandwidth usage was estimated 
to have grown by 38 per cent, exceeding previous growth rates by 6 per cent. Internet 
connectivity and network access serve as a fundamental backbone to digital solutions 
as the underlying architecture that enables information exchange and access to digital 
technologies.  The various groups of digital technologies do not exist in isolation, but 
rather interact with and build on each other, and it is their convergence and integration 
that makes them disruptive and transformational. 

To understand the landscape of established and emerging digital solutions in the elec-
tronics value chain, it is important to look at every part of the process. The following 
section explores the application of digital technologies to strengthen and support the 
transition to a circular electronics value chain. Within each step of the value chain, the 
major digitalisation trends are mapped out along with the applications and examples 
of relevant solutions. Case studies are included to provide a deeper look into examples 
of these applications.
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Technologies Key

Applications

Artificial Intelligence 

Blockchain 

Big Data Analytics 

Cloud Computing 

Internet of Things 

Online Platforms 

Robotics 

Sensors and Trackers 

Technologies:
Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Technologies:

Creating transparency and ensuring
traceability in the supply chain 

Solutions: Digital Certification, Materials 
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Figure 1: Digital solutions for a circular electronics value chain
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Raw material production and EEE manufacturing 

Macro trends in digitalisation

Industry 4.0 or smart manufacturing aims to optimize manufacturing and provides an 
opportunity to integrate circular economy principles into the electronics value chain 
through digital solutions.54 The use of data and digital technology applications is poised 
to deliver advances in manufacturing processes, products and related services to 
improve	and	innovate	designs	and	materials,	accelerate	efficiency	gains	in	the	supply	
chain, reduce errors and stoppages, and increase transparency and traceability.55 The 
European Commission estimates that the digitalisation of manufacturing could add 
approximately USD 130 billion per year to industry.56

Industry 4.0 the current phase of industrialisation revolution that leverages tech-
nologies such as Internet of Things (IoT) and smart cyber-physical systems using 
computer-based algorithms to monitor and control physical things including ma-
chinery, robots, and vehicles.57 

This digitalisation of raw material production and manufacturing is leading to a ‘data-
driven revolution’ where industries are increasingly generating, collecting, sharing and 
analysing information across networks to produce manufacturing intelligence.58 Smart 
manufacturing or smart factories integrate the ‘physical’ and ‘digital’ sides of a factory by 
deploying	technologies	such	as	artificial	intelligence	(AI),	big	data	analytics,	cloud	com-
puting and industrial IoT.59 Digitalisation is also supporting the transition from the tra-
ditional	resource-intensive,	waste-generative,	fixed-production	manufacturing	to	more	
flexible	and	leaner	production	processes.

With the growing importance of supply chain visibility and raw material sourcing, block-
chain-based provenance tools are now being used to store and present data on prod-
uct origin. These tools can provide information on product content and condition to 
stakeholders across the value chain. The EEE sector use of provenance tools includes 
digital product passports (DPPs) through which product information can be accessed 
by stakeholders along the value chain. DPPs are now gaining visibility and support in the 
EEE sector through recent policy developments such as the Green Deal60 and Circular 
Economy Action Plan61 in the European Union. International organizations, including 
the ITU-T Study Group 5 focus on environment, climate change and circular economy, 
have already taken the initiative to study the standardization requirements for a digi-
tal product passport. These requirements include identifying a set of product charac-
teristics that are relevant to the management of an information and communication 
technology (ICT) product throughout its lifecycle while taking into consideration circular 
economy principles.

A digital product passport is a set of data on the composition, materials, and chem-
ical substances of a product as well as information on its repair, spare parts and 
end of life disposal.62

Applications of digital technologies

1. Reducing waste in the manufacturing process

Digital solutions can strengthen lean manufacturing production processes that aim 
to maximise productivity while simultaneously minimise waste within manufacturing 
operations. Sensors, big data, AI and specialised software can combine to provide 
data-driven production management, inspection and control, and a digitally enabled 
workforce. Lean manufacturing can reduce waste during EEE production by preventing 
product defects, overproduction, processing waste, and reducing raw material inven-
tory. 

Lean manufacturing, maximising productivity and minimising waste, has the potential 
to improve the productivity and quality of EEE manufacturing by 23 per cent compared 
to traditional manufacturing processes.63,64,65  Digitalisation can help lean manufacturing 
enhance	flexible	and	autonomous	maintenance,	improve	data-driven	production	man-
agement and self-inspection, and support capacity building of workers – all of which 
would help minimize manufacturing waste.66 Manufacturers can implement digital tech-
nology to train workers through human-computer interfaces that have the ability to 
deliver on-the-spot learning to prevent and avoid errors.67 

Digitalisation	also	offers	the	opportunity	to	increase	the	flexibility	in	EEE	manufacturing	
processes in responding to variations in market demand (also known as agile manufac-
turing), thereby avoiding overproduction and other waste. Through the implementation 
of machine learning in ‘smart’ plug-and-play or plug-and-produce models (models that 
allow users to easily change input parameter values to run processes, without needing 
reconfiguration),	 it	 is	 possible	 to	 foresee	demand,	 delivery	 time,	 and	 the	number	of	
warehouses or intermediaries required.68 These technologies improve the responsive-
ness,	efficiency	and	material	visibility	of	the	manufacturing	sector.	

2. Making products circular by design 

Eco-design is considered an important enabler of a circular economy. It entails increas-
ing EEE product lifespans by building in durability, reparability and recyclability, and 
reducing waste by design to make products more circular from inception. The EU WEEE 
Directive includes an article covering eco-design in EEE production that refers to the 
dismantling and recovery of components and materials when product end-of-life is 
reached. The “right-to-repair” policy is also being advocated globally to make producers      
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C A S E  S T U D Y : 

Circularise - Smart Questioning to facilitate information exchange 77 

Circularise, a Dutch start-up, is using a blockchain platform to bridge the informa-
tion	gap	across	chemical	and	plastic	supply	chains	without	risking	confidentiality.	
With its patented Smart Questioning technology, the platform addresses two con-
cerns about information exchange in the value chain – loss of control and owner-
ship	over	the	data,	and	reliability	of	unverified	the	data	in	terms	of	accountability	
and complexity of value chains. To achieve this, Circularise creates a digital twin of 
the physical value chain and members of the value chain update data in the soft-
ware (through their manifests) to mirror the activities of the actual supply chain. 
Manifests are collections of information on the platform owned by stakeholders 
such as original equipment manufacturers or producers. Manifests link to other 
manifests. For instance, the manifest of a tablet producer links to the manifest of 
the supplier of a component of the tablet. Barcodes or QR (quick response) codes 
on labels help connect the physical devices to their digital twins. 

To exchange information securely and anonymously, the platform contains the 
smart questioning protocol based on blockchain and zero-knowledge proofs. 
Stakeholders can pose push or pull questions on the public blockchain. Push ques-
tions are pre-answered questions that are encrypted on the blockchain, that can 
be accessed by preauthorized group members such as a trusted set of recyclers 
(e.g. Does the tablet contain mercury?). Pull questions are questions that have not 
been answered yet and is decided on a case-by-case basis if the actor wishes to 
answer (e.g. How much mercury does the tablet contain?). 

The	trustworthiness	of	the	data	is	ensured	by	auditing.	The	immutable	and	verifi-
able nature of the platform means that auditors can access and verify the informa-
tion. Participants, while anonymous, are also encouraged to provide correct infor-
mation as their answers can be traced back to their real identities by the auditor. 

design products that can be easily repaired and make repair more accessible through 
the availability of spares and repair services. However, there is scope for eco-design 
principles to be better integrated in EEE manufacturing globally.69 

Digital technologies in the form of AI, big data and IoT used at the manufacturing stage 
can help improve product design, better visualise complex EEE production systems, 
increase	resource	efficiency,	and	reduce	waste	generation.	Research	on	the	use	of	AI	
for eco-design has shown that it can help designers to select materials based on recy-
clability and disassembly.70 For instance, from 2011 to 2016, the EU Accelerated Metal-
lurgy project used AI algorithms to analyse big data to design new alloy formations71 and 
produce and store 14 000 specimens in a ‘virtual alloy library’. The alloys that showed 
promise in line with circular economy principles (e.g., longer lifespans, non-toxic) were 
further tested by 20 end users. 

Data collected throughout a product lifecycle can also be used to inform eco-design 
principles. Fairphone, a Dutch mobile phone company, leases devices to businesses 
for a monthly fee that includes maintenance, updates and guaranteed take-back.72 Fair-
phone outlines data and connectivity as a key element of its model, where the collected 
data about device condition is used to identify causes of failure, which can then inform 
and improve the design process. Following circular design principles, Fairphone prod-
ucts feature modular design that prioritize repair, reuse and life extension of products 
and parts, in order to achieve high usage before end-of-life (or e-waste) management.73 

3. Creating transparency and ensuring traceability in the supply chain

EEE supply chains are expansive and complex, with products being designed, manu-
factured and sold globally. An increasing number of companies are using tagging or 
track	and	trace	technology	solutions	such	as	radio-frequency	identification	(RFID)	tags,	
blockchain, quick response (QR) codes to increase transparency and traceability along 
the supply chain. 

Blockchain in particular has been recognized for its potential to place all value chain 
stakeholders in a secure and immutable information chain, making it possible to verify 
individual	transactions	at	the	touch	of	a	smartphone.	Digital	certification	technologies	
based on blockchain allow the tracing of raw materials used in EEE production. The min-
ing	industry,	for	example,	has	introduced	digital	certification	technologies	to	increase	
accountability.74 In the Democratic Republic of the Congo, Dorae Inc. are piloting a 
blockchain-based supply chain tracking system for the cobalt and coltan (high demand 
conflict	minerals)	mined	 from	 three	mines.	 This	 tracking	 system	provides	 end-users	
with reliable information on the source of the raw materials thereby increasing the 
transparency of the mining methods applied.75	A	similar	effort	is	being	undertaken	by	
battery material supplier, Umicore, alongside multiple mining companies to ensure 
cobalt used in electric vehicles is traceable and responsibly sourced.76 
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EEE sale and consumption 

Macro-trends in digitalisation

In 2020, retail e-commerce sales worldwide amounted to USD 4.28 trillion and are pro-
jected to grow to USD 5.4 trillion by 2022.78 E-commerce has become more attractive 
for consumers, with the global share of online retail growing by 3 per cent from 2019 
to 2020.79 In 2020, computers and consumer electronics represented the largest share 
of retail e-commerce sales in the United States of America,80 while in Europe, home 
electronics was the second most bought product category online.81 Even during the 
COVID-19 pandemic, when the global EEE sector saw a decline (around 5 per cent in 
high	income	countries	while	as	high	as	30	per	cent	in	LMICs	through	first	three	quarters	
of 2020), some EEE products such as mobile phones, laptops and gaming equipment 
registered a growth in sales (in high income countries while in LMICs there was a min-
imal decline).82

The used good digital marketplaces are booming and estimated to increase to 20% of 
new good sales by 2025 from 5% in 2015.83 Studies on customer behaviour in resale 
markets show that consumer electronics are among the most resold products, espe-
cially in online markets. Research has shown consumer appetite to sell, or exchange 
used	EEE	exists,	and	is	dependent	on	factors	such	as	price,	payment	time	and	flexibil-
ity.84 Digital marketplaces are enabling consumer access to a large re-commerce mar-
ket facilitating the sale of stagnant electronics. However, digital marketplaces also have 
several challenges, such as the practice of “free riding”, where products are sold in 
another country through the online marketplace to avoid EPR fees. There is little data 
on the scale of the issue, but it is estimated that EPR fees are unpaid for between 5 and 
10 per cent of EEE placed on the market in the 38 OECD member countries due to this 
practice.85

Product life extension, combined with the increasing acceptance of leasing rather than 
ownership of products is a growing trend. Product-as-a-service (PaaS) and asset sharing 
increases the longevity of EEE as it passes through several consumers before its end-of-
life is reached.86 This approach to business is enabled in part by the rising proliferation 
of IoT sensors, allowing businesses to track EEE usage.   

Product-as-a-service (PaaS) model entails selling the service provided by the prod-
uct rather than the product itself. The customer in this case pays for the use of the 
product, and ownership remains with the provider.
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that the repair ecosystem depends on a variety of factors such as access to genuine 
spare parts and repair know-how. Digital technologies such as online platforms and 
mobile applications are able to facilitate this ecosystem by providing access to repair 
know-how, services, and genuine parts.

Online	 digital	 platforms	 provide	 easily	 accessible	 repair	 solutions	 through	 specific	
guides or at-home repair services, enabling consumers to repair instead of replacing 
products. iFixit is an e-commerce and wiki-based digital platform that provides consum-
ers freely accessible repair manuals98	 	and	sells	specific	components	 for	fixing	prod-
ucts.99 To raise consumer awareness about repairability options for electronics, iFixit 
has also developed a semi-qualitative method for scoring the repairability of laptops, 
smartphones	and	tablets.	Such	solutions	can	normalize	self-repair	and	bolster	confi-
dence in the quality of spare parts by building a culture of repair. 

Standardising repairability metrics can also push producers to make their products more 
repair compatible. This has been applied in France, where EEE retailers are required to 
display a repairability score online since 2021.100 The score is calculated by entering rele-
vant parameters on a spreadsheet provided by the Ministry of Environment.101  

3. Unlocking circular business models 

IoT	devices	can	unlock	circular	business	models	such	as	PaaS	by	enabling	cost	effective,	
continuous and non-invasive (remote) monitoring of product usage and conditions. This 
incentivizes service providers and producers to optimize use and better plan mainte-
nance, as well as create long lasting products that are easily repaired and refurbished.102 
For	 example,	 Bundles,	 a	 Dutch	 company,	 offers	 consumers	 a	 pay-per-use	 or	 rental	
model for home appliances. Rather than owning the product, customers subscribe to 
high quality appliances such as washing machines and dishwashers, paying a monthly 
subscription or paying according to their usage. The company deploys IoT technologies 
to track appliance usage of water and energy and to optimize maintenance to best sup-
port	this	product-as-a-service	(PaaS)	offering.103 

Papillon is a project launched in Belgium, through a collaboration between Bosch Home 
and Samenlevingsopbouw West-Vlaanderen, a social enterprise company. The project 
was launched to analyse the potential of a sustainable appliance rental model in low-in-
come families through replacement of outdated appliances with newer models under 
a PaaS scheme.104 Through Papillon, low-income households are able to rent an appli-
ance for ten years at around nine euros a month with service and maintenance pro-
vided	by	Bosch.	During	the	project,	Bosch	also	started	offering	refurbished	appliances	
for rent, making the value chain more circular.105

Applications of digital technologies

1. Connecting users to match demand and supply of pre-owned EEE

The resale market faces various concerns such as perceptions of inferiority and risk of 
malfunction, which can discourage the buying of second-hand and refurbished EEE, 
particularly from unfamiliar sources.87 By acting as intermediary standards enforc-
ers, online marketplaces can combine the guarantee of a pre-vetted seller alongside 
other inherent advantages of wider choice, convenience and accessibility. Online busi-
ness-to-consumer (B2C) marketplaces also provide agency and convenience to indi-
vidual consumers to participate in re-commerce.88 Various marketplaces such as eBay 
and	Olx	have	long	offered	a	channel	for	individuals	to	directly	sell	used	devices89 while 
e-commerce platforms such as Flipkart and Amazon have also introduced refurbished 
products as a vertical. Many online marketplaces apply stringent quality check proto-
cols, such as Back Market, an online marketplace for refurbished electronics, where 
only one-third of refurbishers pass the approval process. Moreover, continuous stand-
ards	checks	and	 in-house	grading	systems	provides	 their	five	million	customers	with	
access to quality refurbished electronics.90 

Original equipment manufacturers (OEMs) are also participating in the resale market 
by	offering	both	takeback	options	for	functional	pre-owned	EEE	and	selling	refurbished	
products online. These second-hand products are tested, refurbished and packed in 
official	 packaging	 by	 the	manufacturer	 or	 authorized	 affiliates,	 lending	 legitimacy	 to	
the products.91 Here, data transparency plays a vital role in creating consumer trust 
in products to drive online sales of refurbished products.92 Notably, studies show that 
consumers are increasingly choosing third parties such as NextWorth and Gazelle for 
resale	of	electronics	over	OEMs,	due	to	benefits	such	as	payment	flexibility	and	better	
online customer feedback to consumers.93 

2. Facilitating repair

Repair is an important aspect of EEE life extension. For many products, the bulk of 
greenhouse gas (GHG) emissions arise from the manufacturing stage, and therefore by 
extending product lifetimes, the demand for more products to replace non-functioning 
products is reduced. In the European Union, approximately 4 Mt CO2eq

1 could be saved 
annually by 2030 from extending the lifetime of washing machines, smartphones, note-
books and vacuum cleaners by one year.94  Research has shown that ease of access 
to	 services	 and	 the	quality	 of	 repair	 play	 an	 important	 role	 in	 influencing	 consumer	
decisions.95  Therefore, policy makers in the United States and European Union are 
implementing the “right-to-repair” through legislation.96,97 It should be noted, however, 

1 CO2	equivalent	is	used	to	standardize	the	global	warming	effects	of	greenhouse	gases	using	CO2  
effects	as	a	comparison.
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A smart sustainable city is ‘an innovative city that uses ICTs and other means to 
improve	quality	of	life,	efficiency	of	urban	operation	and	services,	and	competitive-
ness, while ensuring that it meets the needs of present and future generations with 
respect to economic, social, environmental and cultural aspects’.110

Blockchain-based	smart	contracts	take	predetermined	actions	when	predefined	con-
ditions are met. One transaction triggers the next, for instance automating payments 
or	issuing	certificates.111 Examples of smart contract applications can include checking 
for pre-programmed sustainability metrics for transaction approvals112		or	pre-defining	
acceptable toxicity levels to assess performance of waste minimization activities.113 With 
its blockchain interface, smart contracts automate transactions and make them tracea-
ble and irreversible, requiring minimal human intervention in an already decentralized 
system.114	 In	using	smart	contracts,	mobile	money	and	fintech	apps	on	smartphones	
are being used to transfer incentives to consumers to segregate and dispose of waste 
in a responsible manner in return for digital rewards.115  

At the treatment and processing stage, there is scope for emerging technologies such 
as AI and robotics to optimize sorting, dismantling and recycling. Such technologies 
with the use of image recognition and machine learning can create more homogeneous 
waste	streams	through	automatic	sorting.	This	can	help	to	overcome	efficiency	and	pre-
cision shortfalls of manual and mechanical processing. In particular, AI-assisted robots 
are being used to identify e-waste and its components with increased accuracy and 
speed during the sorting and dismantling and recycling processes.116 

E-waste management systems in LMICs are commonly dominated by the informal sec-
tor. In countries where both formal and informal stakeholders are present, their activ-
ities are usually interlinked and interdependent. However, informal sector workers are 
usually at a higher risk of exposure to toxic materials present in e-waste.117 As per a 
report by the International Labour Organization, integration of the informal sector with 
the	formal	system	requires	technology	transfer,	and	a	balance	among	efficiency,	social	
compliance (including job creation) and economic viability.118 There is also a growing 
recognition that digitalisation could be better employed to support the transition of 
informal sector workers to the formal system by building capacity and introducing dis-
ruptive business opportunities that enable social innovation. 

Predictive maintenance is a set of activities that detect changes in the physical con-
dition of equipment to carry out the appropriate maintenance work for maximizing 
the service life without increasing the risk of failure.106 

Information derived from IoT systems can be analysed to enable predictive mainte-
nance. Circular business models leverage predictive maintenance to take pre-emptive 
actions to avoid failure and maximize product life through techniques such as failure 
prediction	and	fault	diagnosis.	Swiss	coffeemaker,	Thermoplan,	uses	a	cloud	based	IoT	
platform	to	store,	communicate	and	analyse	data	collected	from	thousands	of	coffee	
machines, and by using machine learning techniques to predict maintenance needs 
and ensure timely repair, it saves costs in redundant maintenance checks. 

Recognizing the importance of sustainable circularity, the C-Servees project in Europe 
works on the development, testing and validation of circular economic business mod-
els based on services such as eco-leasing, product customization and improvement of 
WEEE management.107	The	project	identifies	digital	technologies	such	as	IoT	and	RFID	
tags as a key driver of these models and is looking at incorporating emerging technolo-
gies such as AI and blockchain.108

Post-consumer EEE collection, logistics and treatment

Macro-trends in digitalisation 

The growing integration of digitalisation in sustainable urban planning has led to the rise 
of the smart sustainable city (SSC) concept, where digital technologies form an active 
component in urban service design and delivery. This concept considers waste manage-
ment to be a key area of intervention. A ‘smart’ waste management system can support 
process optimization while minimizing operational costs, when compared to traditional 
waste collection mechanisms.109 Smart waste management applies various technologies 
such	as	GPS	tracking,	identification	technologies	such	as	RFID	tags,	sensor-based	data	
acquisition through IoT devices and big data analytics, leveraging mobile communication 
networks to transmit data securely and in real-time.  The waste management sector is 
adopting technology and deploying digital tools that help optimize resource use right 
through the post-consumer journey of end-of-life electronics to bring them back into 
circulation as products, components and secondary materials. 
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Under EPR, producers are also looking into ways to take back their devices to make 
their value chains circular. Digital solutions can be leveraged to enable take back by 
providing consumers with easy and incentivized mechanisms to return or trade in their 
old	devices.	Today,	consumers	can	find	the	value	of	their	old	devices	and	start	the	take	
back process from the comfort of their own homes.

C A S E  S T U D Y : 

Case study: Circular Brain – Facilitating take back 129  

Circular Brain is a start-up in Brazil that builds digital solutions for the circular econ-
omy. The company is currently working with INTEL in Brazil to develop a digital 
trade-in platform. The online platform allows consumers to register a used desktop 
or laptop to return. The platform generates a barcode to track the product after all 
the relevant information is provided by the consumer. A voucher is generated to be 
used in one of the registered retailers alongside a free shipping label to return the 
device (cost is covered by the operator that buys the product for refurbishment). 
The value of the voucher is calculated by an AI algorithm that factors in the costs/
value of refurbishment. The returned device is matched to the most suitable recy-
cler by an automatic algorithm that considers distance, performance and reputa-
tion to choose the best recycler/refurbisher to receive the product in the Circular 
Brain network. The voucher is only available for use after the operator receives the 
product and validates the information in the operation/traceability system.

Applications of digital technologies

1. Facilitating convenient, incentivised and optimized e-waste collection and takeback

In conventional waste management systems, waste generated by households or busi-
nesses is collected in bins, which are emptied by refuse vehicles that are either oper-
ated by the municipalities or by private service providers. These vehicles typically follow 
predetermined schedules and collect and transport waste to recycling centres or other 
disposal facilities. There is little inspection of the bin contents as it is resource intensive 
(more	 labour,	 time	and	cost),	 thus	any	 improper	segregation	that	takes	place	 is	diffi-
cult to track.  Moreover, the collection frequency and routes of these vehicles are not 
informed by usage patterns. 

Volumetric sensors, IoT devices connected through mobile communication networks, 
collect and transmit data from ‘smart’ bins that can detect when bins are full, and 
accordingly send alerts to schedule collection. IoT-based systems and sensors collect 
data on variables such as bin capacity and geo-location, which can help optimize the 
time and date of pickup and assign a pickup vehicle. The use of smart bins enables emp-
tying based on demand. Tailoring the routes that vehicles take to collection requests 
can	improve	the	efficiency	of	collection	and	create	a	more	sustainable	logistic	system	
whereby collection happens as and when necessary.119,120 Strategic location of smart 
bins and route optimization of refuse vehicles are also making the e-waste collection 
process more convenient and often incentivized (through the use of digital rewards), 
which is essential to bring end-of-use products and materials back into circulation. This 
optimization	of	collection	can	 lead	to	greater	efficiency,	 lower	 labour	cost,	 lower	 fuel	
consumption, and lower pollution levels from vehicles.121,122  

InnoWEEE, an EIT Climate-KIC project, tested the use of smart bins for e-waste collec-
tion in Italy and the United Kingdom.  In their Cava de’ Tirreni pilot, users received an 
“ecological receipt” which was used for discounts in designated commercial entities 
when they disposed of their e-waste and logged it through a digital user recognition 
system.123 In July 2021, Singapore introduced 300 smart bins for e-waste collection, 
which are available in public areas such as town centres, shopping malls, government 
buildings, residents’ committee centres, community centres, supermarkets and retail 
outlets.124,125 This system awards points that can be redeemed for shopping vouchers.126

Mobile apps can also be used to optimize collection due to their user-friendly and ubiq-
uitous nature, providing an opportunity to bridge the gap between consumers, collec-
tors and PROs by providing ‘matchmaking’ services. These apps are built for conveni-
ence, allowing consumers to schedule waste pickups according to their availabilities. 
Many of these apps also attract users by providing incentives such as online tokens or 
discounts on future purchases. A variety of user-friendly e-waste collection apps such 
as E-Tadweer in Egypt127 and Uzed in India,128  have been launched to incentivise and 
improve formal e-waste collection. 
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The user ships the product to the refurbisher

The product is tracked with a unique 
barcode linked to the serial number

The product is refurbished

The refurbished product is put 
back on the market 

The user inputs 
specifications of the 
product and receives 

a unique tracking 
barcode, a voucher and 

a free shipping label

The voucher can be used for a discount 
with designated online retailers 

The voucher is now ready to be used after 
the refurbisher receives the product

Retailers

3

The value of the voucher is calculated and the product is 
matched to a refurbisher by AI algorithms on the platform

Figure 3: Circular Brain - Streamlining take-back 2. Optimizing e-waste sorting, dis-
mantling and recycling

Manual disassembly and separation of 
e-waste usually leads to the high recovery 
of materials but is very labour and time 
intensive and some processes can also 
be hazardous to health.130 Other methods 
of e-waste separation such as mechani-
cal shredding are faster but destructive, 
resulting in poor recovery of precious 
materials.131 When e-waste is pre-pro-
cessed mechanically, approximately 20 
per cent of precious metals can be lost to 
non-recoverable side stream outputs.132 
Smaller devices and components such 
as IoT devices are not compatible with 
traditional shredders, leading to very low 
material recovery.  The recovery of base 
materials is also not prioritized due to 
limited	 financial	 value	 and	 an	 inefficient	
recovery process.133 

New and customized robots are not only 
able	 to	 sort,	 dismantle	 and	 effectively	
recover materials and parts, but are able 
to do so quickly and safely. Daisy, an 
Apple Inc. proprietary disassembly robot, 
can take apart 200 iPhones per hour and 
sort components to recover high quality 
materials that are often lost in existing 
treatment and processing.134 

E-waste	comes	in	different	shapes,	sizes,	
colours and material varieties and types 
of designs per product, therefore proper 
identification,	 dismantling,	 and	 mate-
rial	 recovery	 is	 increasingly	 difficult.	 The	
development	 of	 artificial	 intelligence	 has	
allowed robots to identify electronic waste 
and its components with added accu-
racy	 and	 speed,	 enabling	 more	 efficient	 
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A random selection of e-waste from a shipment is placed on the conveyer belt for identification

Hosted on the cloud

The AI enabled system identifies the type of e-waste, improving 
its recognition accuracy as more e-waste flows through 

Collected data is analysed to 
understand e-waste trends and 
to set prices for producers 

To ensure quality assurance by 
double-checking, the Recupel staff chooses 

the correct EEE from the three options 
identified by  the AI system

Figure 4: Recupel - AI enabled EEE recognitiondismantling and recovery. The use of AI has also paved the way for smart robots that 
are able to self-learn with each new product or design it encounters.135 Based in Japan, 
AMP Robotics has developed an AI-enabled e-waste sorting system that uses robotic 
arms and cameras to sort products. The photographs are run through AI image rec-
ognition software that sorts 80 items per minute with 99 per cent accuracy.136 Better 
quality sorting at scale can unlock extra revenue through the recovered components. 

C A S E  S T U D Y : 

Case study: Recupel – A self-learning AI tool to identify e-waste137  

Recupel is the only producer responsibility organization (PRO) in Belgium that or-
ganizes the collection and processing of discarded EEE under EPR regulation. To-
gether with ID Lab, the IMEC research group, Recupel has developed an AI-based 
smart recognition system for use in their sampling centre to randomly sample EEE 
flowing	through	the	PRO.	As	well	as	collecting	data	on	the	type	of	EEE	recorded,	the	
sampling results are used to set prices for the producers.

Initially, the sampling system involved a worker taking photos from a small webcam 
and manually identifying the type of EEE. The new AI enabled system uses a weigh-
ing scale, a computer, and six high quality cameras that can identify 116 EEE types 
with 96 per cent accuracy. For quality assurance, a worker will select the type of EEE 
between	the	three	identified	by	the	software.

The AI system was developed using a growing dataset of photographs accumulated 
by the new sampling setup. The AI technology is unable to identify certain types of 
EEE due to its lack of frequency in the waste stream, but as more types of EEE pass 
through the machine learning algorithm, accuracy will increase as it is trained and 
becomes familiar with more products.

Recently, the team has also trialled a prototype of the conveyer belt system to fur-
ther	automate	the	process	and	speed	up	identification.	Using	the	same	AI	technol-
ogy, similar precision levels have been reached on this conveyor belt in only three 
months of development.

As the infrastructure required is not extensive nor costly, and the technical skills 
needed are relatively basic, Recupel believes that the system is highly replicable and 
might be useful for both emerging and established e-waste management systems.
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leveraged to fast track the mainstreaming of the informal sector. In particular, smart 
phone apps allow users to build greater digital literacy through technologies that can 
help transform day-to-day businesses, such as mobile payments. Karo Sambhav, an 
e-waste PRO in India, has established a wide network of partners (originally from the 
informal	 sector)	 by	 building	 trust	 through	 financial	 transactions.	 They	 helped	 work-
ers	establish	bank	accounts	and	register	their	tax	information	-	the	first	step	towards	
setting up a ‘formal’ business- and consider digital payments. Since mobile payments 
allow bank accounts to be credited immediately, the workers could be relieved from the 
stress of security risks and having to carry large sums of cash on their person.142

At the collection stage, social media and other platforms such as Facebook and 
WhatsApp are playing a vital role in connecting informal waste collectors and recyclers 
with	different	stakeholders	and	customers.	These	apps	are	leveraged	by	various	types	
of informal businesses and have been shown to help them ‘protect, stabilize, and aug-
ment’ their income in an increasingly competitive world through advertisements and 
direct contact with consumers.143	Specifically	in	waste	collection,	social	media	is	being	
used innovatively to connect consumers to arrange collections, exchange market infor-
mation on prices and expand their network, for example in the case of Malawi where 
informal collectors reach out to consumers and arrange for door-to-door collection of 
e-waste through Facebook.144 

The use of digital media to incorporate informal workers into the formal system has 
seen	some	success	 in	Ghana.	At	a	pilot	effort	by	GIZ	 in	Kumasi,	Ghana,	 for	 incentiv-
ized refrigerator collection and processing, the local informal sector association used 
WhatsApp to document the refrigerator dismantling process, where photographs and 
videos	were	used	 to	negotiate	payment	with	GIZ	who,	 in	 turn,	were	able	 to	achieve	
almost	real	time	remote	verification.145 In Agbogbloshie, Ghana, mobile payments are 
being used for the sale of cables, which has led to an almost fully digital data manage-
ment	system,	and	enhanced	traceability	of	finance	and	e-waste	flows.146 

There are also numerous examples of social innovation-oriented non-governmental 
organizations and companies that use digital technology at the core of their business 
strategy. Kabadiwalla Connect in India helps local scrap dealers and waste pickers 
respond to requests for collection, which in turn creates transparency in the value chain 
using IoT and QR codes.147 Kabadiwalla Connect has also installed smart bins in the 
city of Chennai, which directly alerts local scrap dealers on when they need to be emp-
tied.148 Recykal, through the Uzed app and marketplace, also include ‘kabadiwalas’ or 
individual informal waste collectors, who collect the waste when alerted by the app.149 
Through such a mechanism, they can skip the middlepersons and earn an extra 10 to 
20 per cent. Coliba, in the Ivory Coast, is formalizing the informal plastic waste collection 
sector by employing workers for door-to-door collection, in response to requests raised 
by customers on mobile apps.150 Customers are awarded ‘points’ for using the app, 
which can be converted to mobile credit.151 

3. Creating marketplaces for e-waste and materials across the value chain

Much like digital marketplaces that exist for resale of electronics, they also exist for end-
of-life (i.e. e-waste management) phase of electronic products. Digital marketplaces 
are	helping	to	connect	different	stakeholders	in	the	e-waste	value	chain	by	facilitating	
discovery, purchase and sale. Business-to-business (B2B) marketplaces connect busi-
nesses with potential vendors and service providers for compliance and assurance to 
companies that need to dispose of their IT assets securely. These marketplaces lev-
erage cloud infrastructure to handle large volumes of data as well as integrate with 
other applications such as payment gateways (online portals that facilitate digital pay-
ment) and logistics providers to make transactions across the value chain seamless. 
For instance, Recykal Marketplace brings together bulk e-waste generators, aggrega-
tors and recyclers from across India using an online platform.138 Sellers have access to 
online pick up scheduling and reliable pricing, as well as the possibility of compliance 
support	 and	waste	 traceability	 through	 the	 platform.	 Aggregators	 can	 find	 recyclers	
and use the platform to review market trends. Recyclers can post requirements and get 
matched to aggregators by their algorithm. 

Digital platforms can also create opportunities for recyclers to connect with down-
stream buyers. Through marketplaces, sellers and buyers of e-waste can easily tap into 
a large partner base to seek the best value and volume. This helps reduce the search 
and	transaction	costs,	thereby	enabling	recycled	materials	to	compete	more	effectively	
when compared with virgin material prices.139 By making information more transparent 
and available faster, online marketplaces can also facilitate more stable and competitive 
recycling markets.140

In providing platforms for traceable and transparent transactions for e-waste and sec-
ondary resources, digital marketplaces are facilitating the achievement of some core 
circular economy principles, such as use of waste as a resource and minimising the 
consumption of virgin materials.

Excess Materials Exchange is a B2B digital platform that matches the excess materials 
from organizations to its highest value match, enabling reuse. The platform provides a 
digital identity for waste through the use of resource passports, capturing information 
such as product origin and composition. Tags such as barcodes and QR codes are then 
used to follow the material throughout the supply chain.141

4. Enabling informal sector integration and mainstreaming

In many countries, specially LMICs, the informal sector dominates the collection and 
processing of e-waste. However, the unregulated, purely market-driven nature of the 
informal sector prioritizes material recovery – often at the cost of worker health. Digi-
tal	technologies,	aided	by	mobile	connectivity	and	affordable	access	to	data,	are	being	
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and amenable to analysis. Online platforms and databases are being designed to collect 
information about e-waste with the aim of building knowledge in the sector. 

Digital platforms can be leveraged to share insights on the availabilities of e-waste in 
a	region,	their	flows,	and	the	opportunities	that	exist	 in	their	usage.	The	Urban	Mine	
Platform	(UMP),	a	key	deliverable	of	 the	EU	financed	ProSUM	project,	 is	an	open-ac-
cess web portal that hosts information on key parameters of EEE in Europe, such as 
the number and type of products placed on the market, in-stock (in use and hiber-
nated) and generated as waste; composition of EEE, batteries and vehicles in terms 
of	components,	materials	and	elements;	and	waste	flow	data	 for	small	batteries	and	
EEE products. The UMP has an easy to update, user-friendly and data-centric nature 
and can generate dynamic data charts for analysis and understanding.158 The ProSUM 
project was launched in 2015 with the aim of creating a regional ‘information network’ 
that allows partners to develop an inventory of waste streams that had a high potential 
to serve as a source of critical raw materials.159 Such digital platforms and databases 
can help in building networks and facilitating peer-to-peer exchange and co-learning.

The	 circularity	 benefit	 in	 this	 context	 comes	 largely	 from	 the	 availability	 of	 valua-
ble knowledge, that would otherwise require the consumption of various resources 
(including, time, cost, travel) to be obtained. For example, the WEEE Forum LibraWEEE 
database is an outcome of an EU-funded Countering WEEE Illegal Trade (CWIT) project. 
This database consists of information compiled from various sources such as previous 
work undertaken by CWIT partners and other platforms similarly to the compliance and 
risks knowledge platform, C2P.160,161 This open-access database consists of studies and 
initiatives focused on understanding the dynamics of the e-waste industry particularly 
illegal movement of e-waste.  The WEEE Forum also has a dedicated platform where 
members can share their experience from the e-waste collection process such as best 
practices, innovative policies, technological information, experience of running success-
ful collection campaigns, etc. The collection platform enables knowledge sharing and 
peer-to-peer learning at a global scale.162

Another relevant platform is the Information for Recyclers Platform (I4R), created by the 
WEEE Forum, APPLiA and DIGITALEUROPE, which allows recyclers to access recycling 
information at product category level. I4R allows EEE producers to comply with Article 15 
of Directive 2012/19/EU on WEEE, which requests producers to provide information free 
of charge about preparation for re-use and treatment in respect of each type of new EEE 
placed	for	the	first	time	on	the	EU	market.	The	platform	offers	a	convenient	communica-
tion tool that aims to further increase the recycling results in the electrical and electronic 
sector while reducing compliance cost for both manufacturers and recyclers.163  

2. Reducing paperwork and administrative burden 

The use of digitalisation can help streamline the administrative aspect of the electronics 
value	chain.	Apart	from	the	direct	benefits	such	as	reducing	paperwork,	record	keeping,	

Electronics value chain system management

Macro-trends in digitalisation

Digitalisation of production, communication and business process management can 
result in faster transactions, higher reliability in terms of quality and security, and an 
upgrade of existing management frameworks.152 In particular, digitalisation is able to 
provide the following advantages from a system management perspective: autono-
mous control over products and processes, greater opportunities for collaboration 
and cooperation, integrated systems and network over the value chain, and enhanced 
adaptation,	flexibility,	connectivity	and	cognition.153 

With	greater	digitalisation	and	tracing	of	waste	flows	into	and	out	of	the	e-waste	value	
chain system, the waste management sector is producing vast volumes of digital data. 
Increasingly, big data analytics are being applied to identify patterns, extract pertinent 
information and discover trends.154 In particular, big data analytics can play a crucial 
role in the working of automated mobilization of waste collection vehicles, sensor data 
evaluation in automated sorting plants, and automated logistic systems.155 

Globally, many e-waste management systems have one or more processes that can 
be carried out online. Registration of key sector players, such as producers, disman-
tlers and recyclers with either the government or the PROs in operation, is usually an 
important component of an e-waste management system. Digital registration is espe-
cially common in mature e-waste systems, although emerging e-waste legislation for 
example in the case of Jordan, are instituting a digital platform for registration from the 
establishment of the system itself.156 Integrated platforms for data sharing, business 
management, enhanced transparency and stakeholder cooperation are also gaining 
popularity.

Smart information exchange and smart contracts coupled with automated reporting 
alternatives are reducing paper-based transactions and providing more security. As 
mentioned previously, digital technologies make it possible to automatically generate 
electronic invoices and contracts, linking with payments and signatures in order to 
close the administrative process. The shift to online monitoring and virtual auditing 
in	 response	 to	 COVID-19	 are	making	way	 for	 greater	 efficiency	 and	 effectiveness	 in	
remote monitoring of systems and processes.157

Applications of digital technologies

1. Facilitating knowledge generation across the value chain

Internationally,	effective	generation,	 collation	and	analysis	of	e-waste	data	has	become	
increasingly important. Digitalisation is supporting such endeavours through technologies 
such as digital databases that can integrate large volumes of data and make it accessible 
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Chain of custody is a process that tracks EEE and those responsible for e-waste 
during its end-of-life management. 

Digital platforms build on the computerisation that started with traditional enterprise 
resource planning (ERP) software. Recent advances in software and hardware archi-
tecture have made it possible to have easily accessible digital platforms that integrate 
several user-friendly business functions in a single, convenient computerized system.  
E-waste stakeholders can use the platform to digitalize operations to provide credible 
chain	of	custody,	manage	inventories	and	issue	recycling	certificates.	These	platforms	
allow	the	automation	of	processes	such	as	financial	calculations,	settlements,	and	report	
creation for compliance purposes. 

C A S E  S T U D Y : 

Case study: Karo Sambhav – Enabling optimized end-to-end tracking of 
e-waste168 

Karo Sambhav is a producer responsibility organization (PRO) in India that has de-
veloped an integrated digital platform hosted on the cloud and accessed through a 
smartphone app to enable end-to-end tracking and traceability of their operations. 
The	mobile	app	tracks	e-waste	flows	into	the	system	from	collection	to	disposal	by	
a recycler, including time-stamps, geo-locations, photographs, receipts and other 
documentation such as invoices, e-way bills and shipment manifests. 

From	the	moment	e-waste	is	acquired	from	waste	pickers,	drop-offs,	aggregators,	
bulk	generators	or	auctions,	staff	members	record	proof	of	collection	that	includes	
purchase invoices, photographs, and details of the person who sold it. The infor-
mation is updated while the e-waste travels to a warehouse or directly to a recycler. 

The cloud platform allows extensive analysis such as heat map generation, map-
ping costs, productivity indicators as well as forecasting and predictive analysis. The 
platform is especially helpful for automating compliance and reporting to the reg-
ulatory	authorities.	The	end-to-end	tracking	simplifies	internal	and	external	audits	
such	as	tracking	e-waste	flows	and	ensuring	that	the	same	waste	is	not	allocated	
multiple times. 

Despite large volumes of e-waste and the numerous touch-points along the value 
chain,	Karo	Sambhav	ensures	traceability	using	flexible	cloud	architecture.

contracting,	and	human	error,	digitization	efforts	 in	 the	e-waste	management	sector	
will	improve	the	accessibility	of	practical	information	in	the	field	of	e-waste,	which	is	the	
basis of sound monitoring and decision making.

Circular	 Brain,	 for	 instance,	 offers	 a	 cloud-based	 Think	 Circular	 platform	 that	 helps	
small and medium recyclers to manage logistical processes and environmental require-
ments.164 Traceability information is integrated in the Think Circular software linking 
environmental	authorities	and	required	documentation,	such	as	the	generation	of	offi-
cial waste transportation manifests. Traceability data are logged into a blockchain that 
triggers	reverse	logistic	credits	(digital	certificates)	that	confirm	responsible	disposal	of	
e-waste.	These	digital	certificates	are	traded	back	to	producers	to	fulfil	their	EPR	targets.

The WEEE Forum reporting tool (WF-RepTool) database is another example of an appli-
cation that determines and documents treatment and depollution results and moni-
tors downstream fractions for e-waste that are transparent, traceable and comparable, 
in accordance with EN 50625 European standards requirements. The key feature of 
this	 calculation	model	 is	 that	 classification	 is	based	on	 the	use	of	 individual	 compo-
nents	(fractions)	in	final	treatment	processes.	E-waste	PROs	and	treatment	operators	in	
Europe,	for	example,	use	the	WF-RepTool	application	to	construct	their	own	flowcharts	
covering the whole chain of e-waste treatment processes in one click.165

As mentioned previously, the use of smart contracts can also be seen in the sector, for 
example in the case of WEEE Ireland, which has adopted automated contract signing 
and	certification,	doing	away	with	paper	contracts	and	thereby	making	the	process	fric-
tion	free	and	more	efficient.166 

The administrative requirements of transboundary shipments of used EEE are largely 
paper	based,	requiring	original	notification	documents	to	be	signed	 in	hardcopy	and	
posted to competent import, export, and transit country authorities for approval. In its 
2022–2023 workplan, the Basel Convention secretariat has set out a working group to 
explore	electronic	approaches	to	notification	and	movement	documents.167

3. Creating a digital chain of custody of e-waste

Multiple	layers	of	logistics,	administration	and	approval	processes	go	into	an	efficient	
and	effective	e-waste	management	system.	Technologies	and	methods	such	as	cloud	
computing,	scanning	and	identification	and	automated	validation	and	document	verifi-
cation technologies are helping the e-waste value chain system managers to better col-
lect data and record activities, improve chain of custody visibility and control of in-built 
management systems. PROs for instance, depending on their role, need to manage and 
monitor	downstream	e-waste	flows,	and	collect	information	that	can	be	reported	back	
to regulatory authorities and their membership. 
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E-waste is collected 
from various sources

E-waste is transported to the warehouse 
or directly to the designated recycler

E-waste is stored until 
the next destination

Karo Sambhav staff upload 
details on collected e-waste 
including photos, proof of 
purchase and information 
on the person who 
sold/donated it

Data collected is analysed 
for productivity analysis, 
forecasting as well as 
compliance purposes

E-waste is tracked 
en-route through GPS or 
cell phone triangulation

E-waste is weighed for 
verification

Invoices, receipts and 
manifests are logged by 
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E-waste is weighed for 
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Manifests are logged by 
Karo Sambhav staff

Designated recyclers log 
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received and the output 
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produced) 

 E-waste is recycled and secondary 
materials are produced

Regulatory authorities and relevant 
institutions monitor compliance

Producers have visibility over their 
EPR compliance and material loops   

Hosted on the cloud

Karo Sambhav's end-to-end digital tracking  platform 
accessible online and through an application

Figure 5: Karo Sambhav - End-to-end tracking digital platform

– Digital Solutions for a Circular Electronics Value Chain –  

21



of virtual training programmes, massive online open courses (MOOCs), conferences 
and discussions, and e-waste has become an important topic for sector stakeholders 
and the public. In early 2020, ITU, together with the Basel, Rotterdam and Stockholm 
Conventions, the European Institute for Innovation and Technology Climate Knowledge 
and Innovation Community (EIT Climate-KIC) and other key stakeholders, released the 
first	MOOC on e-waste management. The MOOC provides insights and knowledge on 
how policymakers, industry leaders, academics and consumers can address e-waste. 

Gamification	–	turning	the	learning	of	important	topics	into	a	game	–	has	also	shown	
an increase in activities in topics such as recycling and sorting.174 Many governments, 
particularly through websites and environment agency initiatives, are disclosing e-waste 
management data, statistics, and performance indicators to increase the transparency 
of the sector. In addition, as organizations improve not only the amount of data they 
capture,	but	also	how	they	combine	data	from	different	sources	and	use	that	data	will	
continue	 to	affect	how	organizations	 interact	with	people	 to	drive	behaviour	change	
(Internet of behaviour).175

Digital technologies are able to support positive behaviour changes, such as appropri-
ate handling of e-waste as well as good practices in EEE use and disposal, which in turn 
help inculcate a positive attitude towards circularity.

4. Implications and considerations
The digital technologies discussed in this thought paper vary in their level of complex-
ity and function. The technologies range from online platforms that require relatively 
minimal intervention to emerging and disruptive technologies that can require sys-
temic change and collaboration, transforming the way in which EEE products are made, 
used and managed at the end of use or end of life. Such wide-ranging and often deep 
changes, especially as the technologies evolve can, to an undetermined extent and with 
the	right	conditions,	support	and	strengthen	the	circular	flow	of	EEE	products,	materials	
and information. 

However, the application of digital technologies in the transition to a circular electronics 
value chain is still developing and its impact on the space is still not completely under-
stood	or	expansively	studied.	While	there	is	consensus	on	the	benefits	of	digitalisation	
in accelerating circularity, it can pose negative impacts as well.176,177 Digital solutions can 
amplify existing socio-economic inequalities due to uneven connectivity and access and 
can raise new issues of digital privacy and security as well as create additional e-waste 
in the process.178 

4. Making monitoring and enforcement more efficient  

The increase in connectivity of EEE through technologies, such as sensors and IoT tags 
(QR	codes,	RFID	tags,	GPS	trackers	etc.),	supports	the	live	tracking	of	e-waste	flows	and	
activities,	which	in	turn	enables	effective	monitoring	and	enforcement.	As	part	of	the	
e-trash transparency project, the Basel Action Network (BAN) placed GPS trackers on 
used consumer electronics to track disposal methods. In Europe they found that out 
of the 314 used EEE that were tracked, 19 were exported, 11 of which were sent to 
developing countries such as Ghana, Nigeria, Pakistan, Tanzania, Thailand, Ukraine and 
the Hong Kong Special Administrative Region, China. This shows an export rate of 6 per 
cent compared to 34 per cent in the United States and 12 per cent in Canada.169 

At the national level, digital solutions are also being employed in customs to log trade 
flows,	especially	 in	 the	 imports	of	new	and	used	electronics.	Many	LMICs	where	 the	
illegal	 import	of	e-waste	has	been	a	concern,	Rwanda	and	Zambia	for	example,	have	
strengthened their type-approval through an online platform to log imports into the 
country.170 Only on getting approval through this digital platform can an importer bring 
products into the country. The digital system not only helps maintain a digital record 
of all EEE products but also makes it easier to enforce e-waste import bans. High res-
olution x-ray screening technologies combined with AI and machine vision allow auto-
mated container inspections by customs and enforcement agencies.

A waste transportation project collaboration between the Netherlands and Belgium 
governments uses blockchain technology to track various waste streams as they cross 
international borders. The solution streamlines communication and coordination 
between	different	government	entitles	 involved.	As	 information	 is	stored	on	a	 trans-
parent online channel, border controllers can also reliably verify permits digitally with 
random on the spot checks.171

Another application of digital technologies includes virtual monitoring and auditing pro-
cesses. Audits, previously carried out in person, are now conducted virtually, through 
a	combination	of	 video	conferencing,	digital	 file	 sharing	and	 remote	access	 to	 video	
feeds. The COVID-19 pandemic has made virtual audits more commonplace, with the 
standards bodies such as SERI providing advisories for the necessary checks and bal-
ances to conduct remote audits . These digital audits172 are also helping auditors over-
come the stress of continuous physical audits.173 

5. Building capacity and creating awareness

Digital technologies can be leveraged for capacity building in the e-waste management 
sector, as well as creating awareness on EEE use and proper disposal. The rising popular-
ity of digital learning, especially during the COVID-19 pandemic, has led to development 
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This was observed in ConnectedBin's devices, which are programmed for minimal 
power consumption on low bandwidth networks.185 Lack of networks mean devices had 
to run on higher power networks and were replaced more than intended, increasing 
business costs and producing additional e-waste.186 

With the growing network and Internet connectivity around the world, it is not surpris-
ing that ICT tools are emerging as a key solution for a circular electronics value chain. 
However, as there is still disparity in access to digital infrastructure globally and con-
cepts such as smart cities and GPS tracking, which are rapidly developing in some con-
texts, are not an option for some regions. With more and more of the world’s economic 
and social activity being integrated into the digital arena, lack of access brought about 
by poor infrastructure can isolate entire populations from the information society and 
associated	benefits	of	digitalisation.	In	line	with	the	SDG	Target	9.c187 and ITU Strategic 
Goal Nr. 2 that address ICT inclusion188, public and private leaders and institutions have 
an increasing responsibility to invest in digital infrastructure particularly in low- and 
middle-income countries to ensure that no one is left behind. 

The need for digital literacy and skills 

A spectrum of digital skills, from development to operation and use, are needed to 
deploy, operate and interact with digital systems. ITU Facts and Figures 2020 reports 
that less than 40 per cent of the population possessed basic ICT skills in 32 out of 86 
economies studied.189	 Effective	digitalisation	 requires	 significant	 investment	 in	digital	
literacy and skills that range from basic operation of tools and equipment to building 
and maintaining advanced digital solutions. 

Many digital solutions require only basic ICT tools and skills with only low levels of train-
ing. For instance, in the Recupel case study, although the development of its AI software 
and its continuous updates required highly skilled technicians, the digital skills required 
to	operate	 its	AI	 sorting	system	are	not	difficult	 to	 learn	and	can	be	easily	 taught.190 
Similarly, while an end-to-end integrated digital platform for e-waste tracking requires 
digital expertise to maintain and develop, end-users such as recyclers and truck drivers 
perform less complex tasks, such as taking photos and logging receipts. 

Nonetheless, even simple applications require basic ICT skills. Similar to infrastructure, 
digital	 literacy	 and	 skills	 also	 determine	 access	 to	 the	 benefits	 of	 digitalisation.	 For	
instance,	while	affordability	and	infrastructure	are	important,	one	of	the	main	barriers	
to Internet use has been found to be the digital skills and awareness of citizens.191 As 
digital skills are directly related to income,192 employing digital solutions without invest-
ment in building digital skills can further amplify inequalities particularly in LMICs and 
LDCs	where	the	informal	sector	is	significant	and	informal	workers	depend	on	e-waste	
management activities for their livelihoods. 

Therefore, in assessing the role of digitalisation in the electronics value chain, it is 
important	to	understand	the	general	and	context-specific	implications	of	applying	digi-
tal solutions. The section below assesses the implications and considerations of digital-
isation across the sector that are relevant while establishing a digitally enabled circular 
electronics value chain. 

The importance of digital infrastructure 

Digital	infrastructure	includes	Internet	connectivity,	fixed	and	mobile	networks	and	data	
centres as well as cloud services, software and security. The digital solutions mentioned 
throughout this paper are heavily dependent on infrastructure, in particular ICT infra-
structure, for their delivery as most require some form of information exchange or 
asset connectivity. As the applications of digital technologies grow in electronics value 
chains, it is imperative that the digital infrastructure that supports it is robust, resilient 
and has extensive coverage. 

With the increase in ICT usage and the consequent demand for infrastructure, the 
gap in network coverage is decreasing, with only 7 per cent of the world population 
remaining unserved by some form of mobile-broadband network.179 The accessibility of 
essential mobile communication devices has also increased, and with it, greater Inter-
net	use.	However,	there	is	still	a	considerable	usage	gap	between	different	regions	and	
socio-economic strata. While in most regions, more than 90 per cent of citizens have 
access to a mobile-broadband network (3G or above), about 25 per cent of the pop-
ulation in least developed countries (LDCs) and land locked developing countries still 
lack access.180 Technology transfer and investments in least developed countries will be 
critical	for	them	to	build	the	science,	technology	and	innovation	capacity	to	benefit	from	
the opportunities of digital technologies.181

In the case of a digitally enabled circular electronics value chain, the implications of 
poor	infrastructure	are	significant.	Lack	of	network	coverage	is	a	barrier	to	efficient	and	
timely information exchange between key stakeholders as well as EEE products (such 
as through sensors and tags) and exchanges that are vital for solutions such as end-to-
end tracking of products and materials.182 For instance, in tracking e-waste transport, 
Recykal uses cell phone triangulation, relying heavily on the coverage and connectivity 
of mobile networks in the absence of GPS technology.183 

Similarly, smart waste management relies on real-time connectivity to collect data. Cur-
rent 3G and 4G networks are unable to keep up with the increasing scope of mobile 
technologies and their applications, however, 5G is expected to withstand the present 
and future network demand from smart cities, industrial automation and the rising appli-
cations of IoT.184 Although mobile-network requirements can vary and be programmed 
to	 function	 in	 specific	 bandwidths	 for	 energy	 efficiency	 and	 resource	 maximization,	
a lack of the required network bandwidth can hinder functionality and longevity.  
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Particularly in developing economies, organizations attempting to institute integrated 
digital	solutions	across	the	value	chain	face	significant	barriers	in	bringing	stakeholders	
together into a common network. In settings where digital technologies and supportive 
infrastructure are not commonplace, solutions have to work internally and in isolation, 
while coordinating with external non-digital or uncomplimentary systems.201 For exam-
ple, consultees revealed that if a single operator is not on the digital platform the coor-
dinating	body	needs	to	adjust	the	system,	leading	to	additional	inefficiencies.202 While 
digital infrastructure and skills play a key role in building a culture and framework of 
digital intervention, government policy and frameworks still need to ensure that stake-
holders are mandated to participate in circular EEE management, where applicable, 
within a digital framework (such as in blockchain product passports).

Interoperability, a crucial element in digitalisation, allows the sharing of data and ena-
bles the scaling-up of digital solutions. International standards can improve interop-
erability of digital systems and facilitate vibrant digital ecosystems that in turn enable 
seamless vertical integration, including scaling-up of digital tools for e-waste manage-
ment. ITU-T Study Group 20 on IoT and smart cities & Communities has developed 
international standards that coordinate the deployment of IoT systems and platforms. 
They	 define	 the	 key	 requirements	 and	 frameworks	 that	 enable	 stakeholders	 of	 EEE	
management	to	coordinate	digitalisation	efforts.203 

The sharing of digital solutions

The movement towards digitalisation in the electronics value chain is not currently well 
coordinated but rather found in isolated pockets throughout the private and the public 
sectors, where resources and expertise are not fully maximized.204 Digital solutions that 
could	be	easily	shared	(depending	on	business	model)	amongst	different	stakeholders	
are often built from scratch rather than repurposing and customizing existing software 
which	implies	inefficient	use	of	present	expertise	and	resources.205 Many new organi-
zations are unaware of existing digital solutions and seek to create their own solution 
which can be expensive, time consuming and need continuous maintenance.206  

New stakeholders acquiring an existing end-to-end digital platform and customizing it 
in a cloud-based software subscription model would not only allow a PRO, recycler or 
collector to save on development and maintenance costs but also allow them to tap 
into the tried-and-tested insights that can only come from experience and continuous 
improvement of the tool.207 This can also apply to a solution such as the Recupel AI sam-
pling	tool.	As	the	development	of	this	AI	technology	required	significant	resources,	Recu-
pel notes that it would be costly and redundant for another actor to recreate the tech-
nology, as the Recupel tool is customizable and can be shared on the cloud.208 Recupel is 
currently looking at ways to share its technology keeping in mind the costly and techni-
cally advanced elements such as the development, maintenance and system updates.209 

According to the ITU digital skills insights 2020 recommendations, the private and the 
public sector that includes governments, businesses, educational systems and society 
have an impetus to support continuous digital skill building that needs to evolve along-
side digital technologies.193 Policymakers and practitioners can leverage targeted data 
literacy programmes to promote digital inclusiveness to provide citizens with the tools 
to participate in the digital economy.194 

Facilitating stakeholder coordination and cooperation

The electronics value chain includes a range of stakeholders from large-scale corpora-
tions	to	small	sized	recyclers	and	individual	collectors.	The	full	benefits	of	digitalisation	
are possible only with the coordination and participation of stakeholders across the life-
cycle of a product. Limited awareness of potential applications of digital technologies, 
insufficient	capacity	in	underlying	digital	infrastructure	and	skills,	unwillingness	or	lack	of	
financial	incentive	to	participate	are	thus	significant	challenges	in	such	coordination.195

In a chain of information collection, one faulty, missing or improperly recorded infor-
mation can impact the reliability of data. For instance, blockchain is secure and cannot 
be tampered with meaning that incorrect data, once logged cannot be changed.196 If 
a recycler mislabels the type of volume of a material extracted from e-waste in the 
blockchain, the correct information can only be updated as an additional block further 
complicating the chain. Similarly, the Karo Sambhav example shows that any lack of 
compliance	or	inability	to	properly	log	flows	leads	to	the	use	of	their	own	staff	at	pick	
up	and	drop	off	points	to	ensure	information	legitimacy	and	dependability,	especially	
since	official	documents	once	delivered	are	extremely	difficult	to	amend.197 While this is 
a functional solution, ideally, all members of the value chain would be held accountable 
to input and process reliable data. 

This	coordination	problem	can	also	arise	when	organizations	employ	different	digital	
platforms. There are many digital solutions and many forms of raw data collected from 
various sources and devices. Hence, digital information often cannot be simply trans-
ferred	from	one	organization	to	another,	and	any	consolidating	or	verifying	of	different	
databases is costly.198	Producer	responsibility	organizations	identified	the	many	data-
base solutions and the low data quality of recycler databases as prominent issues when 
integrating recyclers into their systems.199 Lack of interoperability and synchronization 
also diminishes the potential to scale solutions.200  

There are many organizations with e-waste management systems that use simple online 
databases and information exchange solutions.  As these entities have already-estab-
lished, albeit simple but functional legacy digital systems, there is pushback in “further 
complicating” such procedures. For instance, databases that are already digitized and 
systemized	 can	 require	 significant	 manpower	 reskilling	 and	 time	 investment	 to	 be	
transferred to a new digital platform. 
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Maintaining data security and allaying privacy concerns

Data protection and privacy is a key concern for organizations when it comes to 
employing digital solutions. Digital technologies that seek to bridge information gaps 
and	promote	transparency	in	the	value	chain	can	raise	concerns	of	confidentiality	and	
data leakage.218

In the consultations, producers shared a concern that opening transparent channels 
and sharing product compositions or recycling guidelines can risk leakage of proprie-
tary information to competitors.219 For instance, product passports can include both 
confidential	and	nonconfidential	information.220 The security of the information meant 
for recyclers and refurbishers remains a concern for producers. While blockchain tech-
nology	with	its	encryption	and	data	security	technology	can	allow	for	different	access	
rights to information on the same platform such as that seen in Circularise, data pro-
tection cannot be guaranteed from within an organization that has access to that infor-
mation.221

Business models that depend on IoT connectivity to track product condition face con-
cerns and mistrust from the consumer.222 This highlights the need for a secure rep-
utation of the service provider coupled with robust privacy protection laws.223 The 
European General Data Protection Regulation (GDPR) protects the personal data of 
individuals with IoT information collection requiring anonymisation, pseudonymisation, 
encryption.224 As each country and region have their own interpretation and forms of 
data privacy, this remains a key consideration in the application of technologies that are 
increasingly integrated into consumer lives.225 

Digital technologies have an environmental footprint

Despite	the	benefits	of	digitalisation,	its	application	inevitably	leads	to	the	use	of	more	
EEE and consequently e-waste and energy use. The ICT ecosystem is estimated to 
account for more than 2 per cent of global emissions, with electricity demand of ICTs 
forecasted to reach 20.9 per cent of all demand by 2030.226  

In particular, the widespread adoption of IoT solutions have rendered IoT devices 
such as sensors and tags ubiquitous in our daily appliances and tools. Embedding IoT 
devices in electronics entails that these sensors or tags have to be removed during 
the material recovery process and/or dealt with as e-waste, further complicating the 
e-waste stream.227 As many of these IoT embedded devices are low cost, consumers are 
more likely to dispose of these products than engage in proper e-waste management 
processes in the absence of incentives or regulation.228 

The increase in IoT device consumption highlights the need for e-waste management 
operators and circular business to start thinking about the end-of-life provisions for 

Understanding cost and benefits according to the context

Digital technologies are often capital intensive and require upfront investments in hard-
ware such as robots and sensors as well as software such as tracking and traceability 
software.	In	addition,	the	added	investment	in	digital	solutions	can	lead	to	limited	benefits	
or	even	net	loss	as	low	profit	margins	make	stakeholders	dependent	on	economies	of	
scale.	For	any	e-waste	management	system	to	be	sustainable,	financial	stability	is	crucial.	

Upfront	investment	such	as	in	AI	enabled	robotics	for	sorting	and	recycling	only	pay	off	
over	the	years	and	can	pose	a	financial	 impediment.210 The AMP AI robots mentioned 
previously can cost up to USD 300 000 (USD 6 000 a month to lease).211 The company has 
sold or leased about 100 of its robots since 2017 to recyclers in North America, Europe 
and	Japan,	and	while	expensive,	savings	in	labour	and	efficiency	are	expected	to	offset	
this capital cost.212

However,	 in	many	LMICs,	 low	e-waste	volumes	generated	are	rarely	significant	 to	be	
particularly lucrative for an industry of small and medium e-waste operators. Therefore, 
in	a	context	where	the	e-waste	flow	is	already	limited,	it	is	difficult	to	integrate	costly	dig-
ital technologies such as AI or Robotic sorting without basic public digital infrastructure 
in place.213	In	addition,	a	cost-benefit	analysis	is	not	uniform	for	all	contexts,	such	as	in	
LMICs, where dependence on the informal sector entails much lower labour costs, and 
elsewhere, the loss of jobs to automation is a serious concern.214 

Costs of employing new solutions can also deter larger corporations and producers to 
adopt solutions without guaranteed returns. Strategic considerations lead producers 
to apply well established and widely used digital solutions rather than become pio-
neers themselves.215  As many of these solutions are emerging and do not have ade-
quate impact research, producers do not have the assurance to mass deploy these 
solutions.216 Furthermore, since some EEE such as computers have a relatively long 
lifespan and are often stockpiled even after their end-of-life, the technology used to add 
features such as tracking and sensors can quickly become outdated by the time these 
products leave the consumer. Without consumers playing an active role, producers 
consulted outlined investment as risky.217 

Although	a	cost-benefit	analysis	remains	a	significant	consideration	 in	employing	any	
digital solution, advances in technology are making digital solutions more cost and 
resource	effective.	The	emergence	of	cloud-based	services,	which	allows	the	sharing	of	
software and even hardware across regions, has made digital technologies more acces-
sible. As mentioned above, the development of an AI sorting technology or an inte-
grated end-to-end tracking and reporting platform is costly and requires continuous 
fine	tuning.	However,	once	it	 is	built,	such	solutions	can	be	customized	for	 individual	
requirements and shared via the cloud across regions, making solutions an option for 
diverse	financial	settings	and	operational	models.	
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• Providing a digital foundation with equal opportunities for access (including in 
infrastructure and skills) can enable the development as well as the scalability of 
these technologies in its conception and uptake.

• Policy and regulation are also needed to ensure participation from all stakeholders 
in the value chain, be it through incentives or penalties. 

• Government	policy	and	regulation	can	also	address	and	offset	some	of	the	major	
concerns with regards to digital technologies such as data privacy and security. 

• Government funding and subsidies can also serve as a major boost to the innova-
tion economy. Particularly in developed settings, governments can act as research 
donors and provide early-stage funding to support and scale circular initiatives.

Similarly, the private sector has already entered the sector as digitalisation service provid-
ers, both as respondents to existing needs (outlined in policies or strategies by govern-
mental decision makers) and as innovators by creating solutions for the sector. This role 
of the private sector is likely to continue, indeed, it should be expected to grow with the 
increasing	opportunities	brought	forth	by	digitalisation.	The	private	sector	can	effectively	
be a torchbearer for digitalisation in circular electronics management, but there is a need 
to	ensure	adequate	opportunities,	financial	incentives	and	freedom	for	innovation.

This can be brought about by concerted cooperation between the two sectors where 
private sector experiences and information informs government policies and guide-
lines, which in turn enables and facilitates private sector participation. Such coordina-
tion can address the challenges of the current system and enable an electronics value 
chain	where	 the	flow	of	materials,	products	and	 information	 is	efficient,	 transparent	
and circular.  

devices that are embedded in other electronics. In general, if IoT devices are taken 
back	and	companies	are	responsible	in	their	creation,	IoT	uses	can	be	more	beneficial	
than detrimental. Innovation, such as the design of 3D printable IoT devices made with 
wood-derived cellulose materials, can support this movement.229

The consumption of energy and use of digital infrastructure by technologies, such as 
cloud computing, are also a concern. Admittedly, the demand for data centre services 
is rising exponentially and the sector is projected to grow 500 per cent by 2030.230  
Increasing demand had been linked to exponential increase in energy use by data cen-
tres,	 however	 in	 the	past	 years,	 strong	 improvements	on	energy	efficiency	by	 large-
scale cloud data centres has limited the percentage of global electricity use of data 
centres to 1 per cent.231 

In the case of hardware, cloud computing technology is rapidly developing in the com-
petitive market and it is inevitable that equipment such as random access memory 
(RAM), printed circuit boards (PCB), central processing units (CPU) and servers in data 
centres are regularly replaced to stay competitive, creating more electronic waste.232 
The	average	lifespan	of	such	equipment	can	be	up	to	five	years	in	its	first	use	and	ten	
years in its second life,233 which means there is opportunity in refurbishing such equip-
ment	rather	than	recycling	it	at	the	end	of	its	first	useful	life.	Therefore,	EEE	life-span	
in	this	case	needs	to	be	maximized	through	refurbishing,	reusing	and	finally	recycling	
upon becoming waste. 

Some	companies	are	already	taking	significant	steps	to	meet	these	sustainability	goals.	
To design out waste, Google refurbishes old equipment and reintroduces it in machine 
upgrades in its data centres, leading to 19 per cent of components for machine upgrades 
being refurbished in 2019. The company also resells equipment such as memory mod-
ules and hard drives, 9.9 million units were sold in 2019.234 Similarly, the Microsoft Cir-
cular Centers initiative reuses and repurposes decommissioned servers and hardware 
for their own use as well as buy-back from suppliers. The company is bringing together 
design and supply chain teams to optimize future generations of equipment and realize 
its goal of 90 per cent reuse of servers and components by 2025.235  

The opportunity for public-private cooperation to enable innovation

The nature and potential of digital technologies requires innovation and an enabling 
environment. To achieve this, there is a need for public-private cooperation and mobi-
lization from both sides. 

The	government	plays	a	fundamental	role	in	facilitating	and	regulating	a	fair	and	effec-
tive circular electronics value chain and the relevant application of digital solutions in 
the following ways:
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consumer participation. In assessing the potential of digital solutions to strengthen and 
support the transition towards a circular electronics value chain, it is important to note 
that	such	an	evolution	needs	to	be	complemented	with	continuing	research	and	efforts	
to understand its impact on the electronics value chain and its stakeholders, consid-
ering the most vulnerable such as those working in the informal sector. Digitalisation 
comes	with	numerous	benefits,	but	an	unregulated	space	can	alienate	some	of	those	
involved and potentially underscore inequalities, infringe on privacy and even create 
more e-waste. Attention should also be paid to the environmental impact of digital tech-
nology solutions, from the resources needed for device production, energy consump-
tion during use, and e-waste generation from the solutions themselves. It is important 
that stakeholders adopting digital solutions consider that they are designed for longev-
ity, taking into consideration the need of future software upgrades, and designed for 
efficient	repair,	reuse	or	refurbishment.

Further research is also needed to evaluate the level of investment required to instigate 
digital technology solutions more widely across the value chain. International standards 
such as those developed by ITU can provide valuable guidance to strengthen digital 
capability and unlock the full potential of the circular economy. There is an opportu-
nity to bring authorities and stakeholders up to speed and engage them with digital 
technology	providers	who	offer	modular	solutions	that	can	be	trialled	and	integrated	
into	operations	without	significant	financial	and	operation	risk.	 In	addition,	PROs	and	
waste	management	associations	could	support	awareness	raising	about	the	benefits,	
barriers,	and	approaches	to	different	digital	technologies.	The	eventual	goal	of	stake-
holders looking to employ digital solutions in the value chain should be to maximize the 
value-added	by	these	technologies	while	tracking	and	weighing	cost	and	benefits	and	
minimising their potential negative impacts.  

5. Conclusion
This paper has shown the diverse application of digital technologies across the elec-
tronics value chain, from raw material production and EEE manufacturing to post-con-
sumer e-waste collection, logistics and recycling. Around the world, there is growing 
interest in digital technologies - particularly AI, robotics, cloud computing, the IoT and 
blockchain - as tools to strengthen and support a circular electronics value chain from 
operational and logistical tasks to communication. Digital solutions were found in all 
stages of the EEE value chain, with some in widespread use. However, globally, technol-
ogies are being applied at various scales and in a heterogenous nature. Digital solutions 
were also found to be largely aimed at the optimization of existing business processes 
for	improved	efficiency.	

Digital solutions were found to address the challenges observed in the electronics value 
chain. They bridge the information gap between stakeholders by building connectivity 
and communication channels, as well as between devices, facilitating vital information 
exchange,	 including	 tracking,	 and	monitoring	 of	materials	 and	 e-waste	 flows.	 Digital	
technologies such as collection applications and online marketplaces provide consum-
ers with the convenience and incentives to turn in their e-waste. Given the logistical 
requirements of the value chain and the large amount of EEE and e-waste in circulation, 
digitalisation leverages data analysis to maximize resources, and optimize processes 
by	increasing	efficiency	and	reducing	costs.	With	the	emergence	of	highly	automated	
or autonomous systems, digital technologies can contribute to the improvement of 
worker health and safety through improved handling of hazardous materials, as well 
as	 increase	 the	 efficiency	 and	 speed	of	 sorting	 large	 quantities	 of	 EEE	 and	 e-waste,	
increasing the purity of the waste stream and the amount recycled. As functionality and 
sophistication of digital technologies increase, solutions are more likely to be employed 
to access data in real time, design new products and services, and with it, transform 
business models towards circularity. 

With the extent of digitalisation varying considerably between and within countries, as 
well as between private and public entities, it should be noted that digital solutions 
require	 resources	and	an	enabling	ecosystem	 to	be	effectively	 rolled	out	across	 the	
electronics value chain. Elements such as equal access to digital infrastructure and 
digital	skills,	financial	viability	of	the	digital	applications,	the	opportunity	for	public-pri-
vate partnerships, as well as data security and privacy provisions are important factors 
in	the	effectiveness	of	digital	solutions.	Furthermore,	countries	with	fledgling	e-waste	
management systems and linear electronics value chains, particularly in LMICs, need to 
prioritize strengthening linkages between stakeholders and creating robust and circular 
electronics	value	chains	as	a	first	step.

This paper has shown that the electronics value chain and the necessary shift towards a 
circular	economy,	can	benefit	from	and	be	enabled	by	the	use	of	digital	solutions,	espe-
cially for waste prevention, more transparent producer responsibility and supporting 
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